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4.7. I3MeHeHue azipeca MUKpOUYHUIa

1. HasHaueHue

Mporpamma «MacTep HacTpolikum obopygoBaHus Octagram» npefHasHayeHa ANA MOWUCKa M
HaCTPOMKMN cCeTeBbIX KOHLeHTpaTopoB Octagram, a TakKe ANA CMeHbl WMHHbIX apeCcoB KOHTPON/EpPOoB U
MuKpoumnos Octagram. Tak e nogxoguT A1 HAaCTPONKM HEKOTOPbLIX YCTPOMCTB cepum Legos.

[Onsa paboTbl yTUAUTbI HeobxoanMMo ycTaHOBUTb aApansep WinPcap (BxoguTt B KomnnekT) n NET
Framework 4.0 (ycTtaHaBanBaeTca otTaenbHo). MacTtep HacTpoliku paboTtaeT otaenbHo ot MO Octagram Flex

N He TpebyeT cneumanbHOM INLEH3NN.

2. YcTaHOBKaA

e  PacnakoBaTb apxuB;
° YcraHosutb WinPcap;
e  3anyctutb HardwareUrtility.exe.


https://www.winpcap.org/install/bin/WinPcap_4_1_3.exe
http://www.microsoft.com/ru-ru/download/details.aspx?id=17718
http://www.microsoft.com/ru-ru/download/details.aspx?id=17718

3. Nonb3oBaTenbckuii UHTepdeiic nporpammoli

Ha pucyHke 1 npeacTtaBaeHo OKHO nporpammbl « Mactep o6opyaoBaHuMAY.

Macrep obopyaceanus
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Coxpatute nor ...

Pucynok 1 - Bug nporpammbl Mactep obopynosaHus

KHonka «MNogkntountb CLE» — ycTaHOBUTL coeanMHEHNE C KOHLLEHTPAaTOPOM MO 3a4aBaemMomy
IP-agpecy;

KHonka «Hantm CLE» — MNounck KoHueHTpaTopoBs no npotokoay UDP;

Yekb6oKkc «ARP-30HA» — [TOUCK yCTPOICTB B POHOBOM peEXKUME afpecoB, OOHapPYKEHHbIX No
ob6baBneHMam ARP. Ecnn y KOHTpoanepa He YCTaHOBNEHO COeAMHEHME C CepBEpPOM, TO,
Npuban3nTENBHO, Kaxkable 30 C KOHLLEHTPATOP OTNPABAAET WMPOKoBeLaTeNbHbIi ARP-nakeT
CO CBOMM ip M mac-agpecamu, KoTopbin W oTcnexkmBaeT Mactep obopygoBaHuA. ITa
npoueaypa MOMKeT €034aBaTb KOHGAMKT B CETU, NMOSTOMY WMCMNONAb30BaTb B MOCAEAHIOD
oyepeapb;

Mone «MopTt» — OnpeaenseT NopT, Yepe3 KOTopbin Mactep obopyaoBaHMA obpaluaerca K
KOHUeHTpaTopy. Mo ymonuanuto 1001;

KHonka «3anuncb CLE» — 3anucatb napameTpbl B KOHLEHTPATOP;

KHonka «OTmeHa» — OTmeHa 3anmcK napameTpoB B KOHLUEHTPaTop;

Mone «TaMm-ayT, C.» — BPEMA OXKUAAHWUA OTBETA OT KOHTPO/I/IEPA NPU Er0 NMOUCKE, B CEKYHAAX;
KHonka Haiitu yctpoicteo — MoncK KoHTpoAsiepa, CBA3aHHOMo No WwuHe LBus ¢ BbIGpaHHbIM
KOHUeHTpaTopoM. [oMCcK ocyuwlecTBaseTca nocsiefoBaTeslbHbIM Nepebopom aapecos B
CTOPOHY BO3pacTaHuA. Agpeca KOHTponnepos MmoryT 6biTb oT 0 go 255, Bce agpeca yKkasaHbl
B pecatmyHom Buae (DEC). HaumHaeTcs noucK ¢ agpeca, yKasaHHOrO B /IEBOM MOJie NOA
KHOMKOW «HalTh ycTpoicTBo». MMOUCK OCTaHaBAMBAETCA NPU HAaXOXKAEHMN KOHTpoAanepa. [na
NPOAO/MKEHNA MOUCKA APYrUX KOHTPONNEPOB,

NOAKNOYEHHbIX K WKHe LBus, HyXHO

YBENIMUYUTb AfPEC HA EAUHULLY;



e KHonka «CMeHUTb agpec» — MeHseT agpec KOHTpoaiepa (nesoe nose) Ha agpec us NpaBoro
NnoAa Hag KHonKko «CMeHUTb agpecy;

e KHonka «Hantm mukpoumnn» — Monck MrUKpoumna (BO3MOXKHbIN Ananas3oH agpecos 0-63 B
DEC), cBsizaHHOro no wuHe LMicro ¢ o4HMM U3 KOHTPONNEPOB, NOAK/MOYEHHbIM K WWHe LBus
KOHUeHTpaTopa. MNouncK ocyliecTeaseTca nocneaoBaTeIbHbIM Nepebopom agpecos B CTOPOHY
BO3pacTaHMA. HaunmHaeTca NOMCK € agpeca, yKa3aHHOro B 1€BOM MoJie Noj KHONKoW «Hantu
MmuKpoumn». NMonUCK OCTaHaBAMBAETCA MNPU HaAXOXKAEHWUM MUKpouuna. [na npogonKeHua
NOUCKA ApPYrMX MUKPOUMNOB, NOAKNAOUYEHHbIX K WKHe LMicro, HyXXHO yBEeAUYUTb aapec Ha
€ANHNLY;

e KHonka «CMeHUTb agpec» — MeHAET aApec MMKpoYUNa (neBoe none) Ha aapec U3 NpPaBoro
nons Hag, KHonkon « CMeHUTb agpecy.

lMpumeyvaHue: MuKpo4uroel, MOOKAOYEHHbIe K KOHMPosnepy no emopoli nuHuu Lmicro, noay4atom adpec co 3Ha4eHUem

+32, Hanpumep, 4Yun ¢ adpecom 0 6ydem ¢ adpecom 32, npu usmeHeHUU adpeca amo moxce y4umsieaemcs. Bce adpeca ykazaHsi

8 decamuyHom gude (DEC).

4. Pabora c nporpammoit

4.1. NMoncK KOHUEeHTpaTopa

na nouncka KOHLUEHTPATOpPAa BbINONHUTL Caeagyoumne ,D,e[;lCTBMﬂZ

1)
2)
3)
4)

5)

6)

7)

3akpbiTb Mporpammy Octagram Flex;

OctaHoBuTb cepBep Octagram Flex;

MpoBepuTb HaANMUYME MUTAHUA KOHUEHTpaTopa (ecnyM KOHUEHTpATop MNOAKAOYEeH uvepes
KOHTpOANEp, TO — NUTaHME KOHTPOepa), NPOBEPUTb Hanume noakntoveHma Ethernet-kabens;
BbIKNOUMTb M CHOBA BKAKOYUTb MUTAHME Ha KOHTPOANEpe, K KOTOPOMY NOAKNHOYEH
KOHLLEHTPATOP, TaK KaK KOHLEHTPaTop OT3bIBAETCA TO/bKO B TeyeHue 10 MUH nocae BKAKYEHUS;
Haxatb KHonky «Hawtmu CLE». EcnvM KOHUEHTpaTop HalaeH, TO UBET ero MNMKTOrpammbl
NMoKa3blBaeT TUN YCTaHOBAEHHOTO COeANHEHUA: 3eneHbli — noakatoderHne no TCP/IP, cuHuiA — no
UDP, KpacHbI — npousoLwna owmnbka, nam nogkntoyeH IP koHBepTep Legos (ero Bce paBHO MOXKHO
HaCTPOUTb);

Ecnn nouck He gan pe3ynbTaToB, TO MOXHO Mcnosb3osaTb «ARP-3o0Ha». Ecnn y KoHTponnepa He
YCTAHOBNIEHO COeAMHEHWE C cepBepom, TO, NpubamnsutTenbHo, Kakgble 30 € KOHUEHTpaTop
OoTnpas/fAeT lWnNpoKoBewaTenbHblt ARP-naket co csoum [P u MAC-agpecamn, KoTopbin
oTcnexkmnsaet nporpamma. ARP 30HA, noneseH AnA NOMCKA Cpa3y HECKONbKUX KOHLLEHTPATOPOB.
Mepe3arpy3ka KOHLLEHTPATOPOB He TpebyeTcA, HyXHO TO/IbKO OTKNOUYMTb OMPOC CO CTOPOHbI
cepsepa Octagram Flex. Takoe 30HAMpPOBaHWE MOXKET CO034aBaTb KOHGAMKT B CE€TU, NO3ITOMY
MCMoNb30BaTb B MOC/AEAHIO oYepepb.

KomaHnay «Mogkntoumntb CLE» MOXMHO MCNONb30BaTb TOJ/IbKO e€CAuM agpec KOHLeHTpaTopa
M3BECTEH M KOMMNbIOTEP, C KOTOPOro MAeT MOAKAYEeHMEe HaxoauTcAa B OA4HOW noacetn C
KOHLUeHTpaTopom. Ha Takylo KOmMaHAy KOHLUEHTpaTop OT3blBAaeTCA Bcerga, rnepesarpyska He
TpebyeTca. HoBble KOHUeHTpaTopbl nmetoT agpec 10.0.0.1.



4.2. HacTpoiiKa KOHUEeHTpaTopa

[Nna UsmeHeHMA HaCTPOEK KOHLEHTPaTopa BbIMONHUTL Cleaylowme AeACcTBUs:

1)
2)

3)

HaltTh KoHUeHTpaTop U BbI6PaTb €ro, KIMKHYB N0 HEMY N1eBOM Knasuwwen moliwn (ganee JIKM);
PacKpbITb CMMCOK MAapamMeTpPOB HaXKaB HA 3HAYOK + M ABOMHbIM KnnKom JIKM BbibpaTb napameTp,
KOTOPbIN HYXHO U3MEHWUTb, U3MEHEHHbIE NOoAA ByAYyT OTMEYEHbI KPAaCHbIM LLBETOM;

HaaTb Ha KHOMKy «3anucb CLE» gna 3anucn napameTpoB B KOHLEHTPATOP.

MacTep obopyaceanns

MNopxniousrs CLE

Haitma CLE 11;:, Macka cem: 255.2

- # Wnies no ymonyanne: 192.168.29.1
[C] ARP-sona 12-1 |P-agpec pocTyned: [a

Mopt: 1001 = 12_1 Tun koHueHTpaTopa: CLEM

{# Bepcun: C52E<V6 525

12-/ lmepoeaHHoe nopknoueHre: Het

12} Homep nopta pannsec: 1001

12-1 CnocoG ceasw: TCP no IP-agpecy

Taimayr.c: 2 1= 12-1 BrinonHremsiit kon: OcHosHoi

12_1 B pexume nporpamMmuposaHia; Het

12-1 CBow yoTpoiicTea: Het
Hai A
12-1 Wenonesosanue DHCP: Het

|

0D B = 0 & 12', Cocrosnue IP-agpeca: 3agaH spyuHyo
12-1 CocToAHWE NOGKMOYEHWA 0aHHBD. 33KPEITO
-{# TMepenonxerue Gypepa IP-COM: Het
12_1 MNepenonHerue Bypepa COM-IP: Het
- # Branenew: OCTAGRAM
0 = = E 12_-1 Hassanue: LbusCS2E
13:44:34; BeiskiBatoWMiA NOTOK NPOBEPAST NOAKMOYEHWE -
13:44:34: TposepKa NoaKNioYeHMA yoanacs
13:44:34: MNpuceoeHue generaTa Npuéma
13:44:34: Havano npwéma
13:44:34: Tk nioueHo =
13:44:34: Mpw soHamposarm Hailger CLE va IP-apgpece 192.168.29.152
13:44:36: CokeT 38KpeIT Mo 38Npocy 33BEpPWEHA
:

Pucynok 2 — Bug, okHa nporpammbl «MacTep o6opynoBaHUA»
C NapameTpamMm KOHLEHTPATOpPa, NOC/e HAXOXKAEHUSA KOHLEeHTpaTopa.

MpumeyaHue: usmeHame moxcHo MAC-adpec, IP-adpec, MacKky cemu, LLinto3, Bnadeney u HazeaHue. [Topm
domeH 6bimb 1001, Ucnonb3osaHue DHCP — Hem.

4.3. NMounck KoHTponnepa

CBA3b KOMMNbIOTEPA U KOHTPO/INEPa OcCyLlecTBaseTcs no npotokony TCP/IP yepe3 KoHueHTpaTop.

Mo3Tomy 419 NOMCKA KOHTpOoAepa HeobXo4MMO YCTaHOBUTb COeAMHEHUNE C KOHLeHTpaTopom (n. 3.1), T. e.

HaMTM KOHLLEHTPATOpP M BbI6paTb ero B OKHe Nporpammsl. 158 NOMCKa KOHTPOIEPA BbIMOAHUTL Caeaytowme

nencreua:

1)
2)
3)

4)

3akpbiTb Mporpammy Octagram Flex;

OctaHoBuTb cepBep Octagram Flex;

MpoBepuUTb HanM4YMe MUTAHMA KOHTPOJ/EpPa, NPOBEPUTb Hanuume noakntodeHua Ethernet-
Kabena K KoHUeHTpaTopy (Hannyme 3eNeHOrO LBeTa y NpaBoro MHAMKaTopa pasbema RJ-45);
Ecnn nsBecteH agpec KOHTpoAnnepa, TO ANA YCKOPEeHMA NOMCKA cneayeT BBeCTU ero ajpec Ha
WwnHe LBus B neBom nosne nog KHOMKOM «HalTK yCTPOMCTBOY;



5) HaxaTb KHOnKy «HalTum ycTpoWcTBO» ANA BbINONHEHUA MOWUCKA KOHTpoanepa. [louck
oCyLLecTBAAETCA NocneaoBaTelbHbIM nepebopom afpecoB B CTOPOHY BO3pacTaHuA. HaunHaeTcs
MOUCK C agpeca, YKAa3aHHOro B JIEBOM MoJie MoA, KHOMKoh «HahTu ycTpoicteo». [Mouck
OCTAHAB/MBAETCA MNPU HAXOXAEHUW KOHTpoanepa. [NA nNpoAO/IKEHMA MNOUCKa APYrux
KOHTPONNEPOB, NOAKAOYEHHDBIX K WWMHE LBUS, HYXHO YBENIMUYUTL aApec Ha eANHULY.

4.4. Bepcuu NpoOLIMBKU KOHLEHTPATOpPa U KOHTpoAepa

Mporpamma «MacTtep 060pyL0BaHMA» BbIBOAUT HEKOTOPbIE AaHHbIE NO NPOLUMBKAM KOHTPOAIEPA U
KOHUeHTpaTopa (puc. 3).

Momenourts CLE [=-{JE) MAC-appec: 64.26.182.0.6.152
{4 |P-agpec: 192.168.29.152
Haitm CLE 11;:, Macka cema: 255.255.255.0
-f # llnioz no ymonuanmo: 152.168.25.1
[T ARP-sora 12-/ IP-agpec poctynen: Oa
HODT: 1DD1 : A0 KoM ISR TOE TS -
3anmce CLE oo e Het
171 Homep nopta panHee: 1001
12-1 Crocob ceasw: TCP no IP-agpecy

Tahm-ayT,c.; |2 - 12-/ Beinonsaemei kog: OcHosrol
f-f E pexme nporpammuposaHna; Het

7 o i b

# Wecnonssosadve DHCP: Het

1 2 = |0 | - # Coctosnue |IP-appeca: 3anaH spyuHyo
- # COCTORHUE NOAKMIOUEHAR BEHHED: JaKpsIT)
12} Mepenonnenne Gypepa IP-COM: Het
12-1 MNepenonHedne Gypepa COM-IP: Het
7 Bragenew OCTAGRAN
0 & = 0 I 12__1 Hazsarme: LbusCS2E
16:23:58: MNpucsoeHle NeneraTa npuéma -

16:23:58: Havano npuéma
16:23:58: Pynrumn Connect TCP{) Bosspamina ynpaeneHve
16:23:58: CokeT nomKnioyéH

16:23:58;
16:23:5%: Hainero Hosoe ycTpoitcTeo wna (ed6 (81}, npouwnea 2650/
16:23:55: LOKET 3aKpeIT N0 3aNpocy SaBepLUIEHAR

CoxpaHiTe nor ... -

Pucynok 3 — Bug, okHa nporpammsbl «Mactep 060pya0BaHUA»
Nnocae HaxoXAEeHUA KOHLEHTPAToOpa U KOHTPO/Iepa

4.5. CmeHa agpeca KOHTpoanaepa

Mocne Toro Kak KOHTPO/IEP HanaeH nporpammolii (n. 3.3) ero agpec Ha WwnHe LBus MOXKHO M3MEHUTb.
[na cmeHbl agpeca KOHTPO/IIepa BbINOIHUTL C/ieaylowme AeUCTBUA:

1) B neBom nosne nof KHOMKoW «HalTh ycTPOMCTBO» yYKa3aTb TEKYLWMI adpec KOHTpoasepa (agpec
KOToporo TpebyeTca U3MEHWUTb), B MPaBOM MoJie NoJ KHOMKOM «HalTh ycTpoicTBO» yKasaTb
HOBbIV (ByayWwmMin) aapec KOHTPOEPa;

2) Haxkatb KHONKy «CMeHUTb agpec» ANA CMEeHbl apeca KOHTpoiepa B iore NoABUTCA cobbiTne
«Afpec yCTPOMCTBa U3MEHEHY;

3) BbINOAHWUTbL MOMCK KOHTPO/I/IEPA MO €ro HOBOMY agpecy Y4Tobbl ybeauTbes, YTo aApec MU3MEHUICA.



lMpumeyaHue: neped cmeHoli adpeca, ybedumecs, Ymo naaHupyemslli Hosbili adpec He 3aHAM Opyaum ycmpolicmeom.
Ecnu Ha auHuu 8sa ycmpolicmea ¢ 00UHAKO8bIM adpecom, Ymobbl CMeHUMb adpec 00HOMY U3 HUX, 8MOPOe HYHHO 8PEMEHHO

B8blK/1I0YUMb.

4.6. Nounck mnkpoumnos

CBA3b MMKpOUMNA W KOHTpOAJepa ocyuwectsnaetcA no wuHe LMicro. [Mosatomy pna noucka
MUKpouMna HeobxoanMmo npeaBapuTeNbHO HalTK KoHTpoanep (n. 3.3). Jna NnoMcKa MUKPOYMNa BbINOAHUTD

cneayoume oencTema:

1)

2)

Ecnv n3BecTeH agpec MMKpoUMna, TO A5 YCKOPEHMA NOMCKA CeyeT BBECTU €ro afpec Ha WKHe
LBus B neBOM nosie noA KHOMKOM «HanTn muKkpoumny»;

HaxaTb KHOMKy «HalTM MuKpouun» Ana BbIMNOJIHEHMSA MOMCKA MMKpoumna. [ouck
OCyLLeCcTBAAETCA NOcAeAoBaTeIbHbIM Nnepebopom afpecoB B CTOPOHY BO3pacTaHuA. HaunHaeTcs
MOWCK C agpeca, YKa3aHHOro B /IeBOM MOAe MNog KHOMKoM «Hantu mukpouumn». [ouck
OCTAQHaB/IMBAETCA MPU  HAXOXKAEHWUW MUKpoumna. [NnA NpPOAO/IKEHMA MOUCKa  ApYyrux
MWKPOYMNOB, NOAKNOYEHHDIX K WKHE BbIBPAaHHOMY KOHTPOANEPY, HY)KHO YBEINYUTb agpec Ha

eauHuLy.

4.7. UsmeHeHMe agpeca MUKpouunna

B none «CTapblit agpec 414 NoMcKa» Noa KHOMNKon « HalTh MUKpoUMn» yKasaTb TEKYLMIA agpec umnna,
B nose «HoBbIN apec oA 3anuUcKM» yKasaTb HOBbIW aZpec, HaxaTb «CMeHUTb agpec» Mpu ycnewHomn cmeHe

B flore byae cobbiTne «Agpec MUKpPoOYMNa U3MEHEH».

MpumeyaHue: MUKpo4umnsl, NOOKAKYEHHbIE K KOHMpPOaepy no emopoli AuHuu Lmicro, noay4yarom adpec co 3Ha4eHuem
+32, Hanpumep, yun ¢ adpecom 0 6ydem c adpecom 32, npu UsmMeHeHUU adpeca 3mo moxce y4umelsaemcs. Bce adpeca yKkasaHs!

8 decamuyHom suode (DEC).

Mpynna «OKkTarpam»

105005 MockBa, /lepopToBCKUi Nepeynok 4, cTpoeHue 3.

Ten.: 8(495)308-00-64, 1 8(800)775-96-29 (6ecnnaaTHo ¢ ropoacKoro n mobunsHoro TenedoHos no Poccuu)
info@octagram.ru, octagram.ru.

MHdopmaumsa B aHHOM PYKOBOACTBE MOMKET BbiTb M3MeHeHa 6e3 yBegomeHus. KonuposaHMe M pacnpocTpaHeHue 3TOro
[OKYMeHTa 3anpelieHo 6e3 cornacosanua c Mpynnoii «Oktarpam». Octagram ABaAeTcA 3aperncTpMpoBaHHON TOProBOi MapKoW,
npuHag/exalen weenuapckoi komnadmu Octagram S.A. © Bce npaBa 3alMLLEHDI.



